[bookmark: _8ol2kwbnh9jw]Scope
[bookmark: _33qwp4jn3h6q]What is “scope”?
· Compliance frameworks and security think about which assets are “in scope” in order to minimize wasted work and effectively mitigate risk
· This means that not all assets that a company has are actually in scope from the perspective of compliance and/or security
· Categories that are subject to scope are: personnel, infrastructure, code, and physical offices
[bookmark: _ilssipkag79c]4 types of customer data
1. Data that the customer directly uploads
a. e.g., images, files, information like their email, name, etc.
2. Analytics that are collected about the customer
a. e.g., user behavior, IP addresses, page views, etc.
3. Configurations of the product provided by the customer
a. e.g., they've selected a certain model, they've set up Slack notifications
4. 3rd party integrations / data collected from access provided by your customer
a. e.g., they connect their calendar and you pull data from it
[bookmark: _7ke9mblsu9xy]SOC 2 Scope and ISO 27001 Scope
Scope for SOC 2 is based on collecting, processing, and storing customer data, or directly supporting a system that does. Below is a framework and examples:

· Infra (often directly collects, processes, and stores customer data)
· AWS
· GCP
· Azure
· Render
· Railway
· Cloudflare
· AI Model Providers
· Customer support (often directly collects, processes, and stores customer data)
· Intercom
· Business analytics (often directly processes and stores customer data)
· Retool
· Metabase
· Product analytics (often directly collects, processes, and stores customer data)
· Posthog
· CRM
· Hubspot
· Marketing analytics
· Google analytics
· Clay
· IdP (directly supports most or all systems that collect, process, and store customer data)
· Google Workspace
· Microsoft Entra
· Version Control (directly supports many systems that collect, process, and store customer data)
· GitHub
· GitLab
· Password Managers 
· 1Password 
· Keeper 
· LastPass 
· Dashlane 
· AI Recorders 
· Fireflies 
· Fathom 

What is not in scope
· Internal productivity tools
· Zoom
· Slack
· Jira 
· Linear 
· Quickbooks
· Stripe


